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Abstract:

The study aims to prepare for the challenges resulting from the rapid
progress in information technology, as information security is a combination
of daily processes, technologies and practices to preserve information and
organize access to it. The study also aims to shed light on the topic of
cybersecurity as an offshoot of information security, but it focuses on
protecting programs, devices, networks, applications and data from any
internal or external cyberattack within libraries or information institutions. It
can also be referred to as information technology security. This study allows
identifying the academic departments that teach the information security or
cybersecurity course as an independent course or include it in part of a
course they have and its suitability for the labor market, with a description
of those courses in the universities under study and analyzing them, as well
as monitoring the different names of the course, in order to provide a
proposed description model for the information security course that may be
a guiding description for library departments in Egyptian universities
according to the provisions of the two standards issued by the International
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Organization for Standardization (ISO), namely (ISO/IEC 27002) and
(ISO/IEC 27032).

The study relied on the survey method to limit information security or
cybersecurity courses to library and information departments at the local and
regional levels and at the level of the United States of America and Canada,
to identify the nature of teaching these courses and the name under which
they fall within these departments, while using the Content Analysis method
to study the descriptions of these courses and analyze them for the purpose
of studying the extent of their compatibility with application within library
departments in the Arab Republic of Egypt.

These courses were analyzed through a checklist that was prepared in
advance for research purposes, as the study community consisted of (30)
scientific departments at the local and regional levels and at the level of the
United States of America and Canada.

The study concluded with a set of results, the most prominent of which
were: There is only the Department of Libraries and Information at Sohag
University, which is the only scientific department, which stated in the
description of its course "Information Security and Quality Control" that it
relies in its preparation on the two standards issued by the International
Organization for Standardization (ISO), while this was not available in the
rest of the courses under study, noting that Beni Suef University is the only
university - among the universities under study - that offers a course related
to information security at the doctoral level, under the name "Information
Crimes and National Security" on a mandatory basis. In addition, (29)
courses are offered within the universities under study out of (49) courses,
on information security or cybersecurity at the master's level, which is the
educational level that most applies the course.

Keywords:

Information Security - Cybersecurity - Community Cybersecurity -
Cyber Threats - Phishing.
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